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Introduction

In 1996, the Health Insurance Portability and Accountability Act (HIPAA) was passed by Congress to
protect consumers’ health information, allow consumers greater access and control to such information,
enhance health care, and create a national framework for health privacy protection. Privacy regulations
were promulgated by the Department of Health and Human Services on December 20, 2000 directing
covered entities on the use and disclosure of personal health information. All covered entities were to
have complied with HIPAA by April 14, 2003.

Covered entities are defined as health care clearinghouses, health plans, or any health care provider
who transmits health care information electronically. Protected Health Information (PHI), referred to
below, is defined as individually identifiable health information “transmitted by electronic media,
maintained in any medium described in the definition of electronic media...or transmitted or maintained
in any other form or medium.”

Permitted Disclosures to Law Enforcement

In order to receive PHI from a covered entity, a law enforcement officer must establish his identity and
authority to receive the information. If requesting in person, the officer must present an agency
identification badge or other official credentials, or proof of government status. If the request is in
writing, agency letterhead is acceptable proof of identification. An officer must also provide a written
statement of legal authority under which the information is requested. An oral statement of such
authority is sufficient if a written statement is not practical. A request is assumed to have authority if it
is made pursuant to legal process, warrant, subpoena, order or other legal process issued by a grand
jury or a judicial or administrative tribunal.

After a law enforcement officer has established his identity and authority, he can receive PHI only in the
following circumstances:

1. Pursuant to legal process.

PHI may be disclosed to the extent required by the following types of legal process:

A. a court order, warrant, subpoena or summons issued by a judicial official;

B. agrand jury subpoena; or

C. an administrative request, including an administrative subpoena or summons, a civil or an
authorized administrative demand, or similar process authorized by law if the following
conditions are met:
i. the information sought is relevant and material to a legitimate law enforcement inquiry;
ii. the request is specific and limited in scope to the extent reasonably practicable in light

of the purpose for which the information is sought; and

iii. and de-identified information could not reasonably be used.

2. When otherwise required by law.



For example, N.C.G.S. §90-21.20 requires physicians and administrators of medical facilities to
report bullet and gunshot wounds, powder burns, injuries appearing to arise from the discharge
of a firearm, illnesses apparently caused by poisoning, wounds or injuries apparently caused by
a knife or sharp or pointed instrument if it appears that a criminal act was involved, and every
wound, injury or illness in which there was grave bodily harm or grave illness that may have
been caused by criminal acts of violence. While HIPAA only permits these disclosures, state law
requires them. Thus, in order to comply with state law, a covered entity must make a report to
local law enforcement when they treat a patient for one of the illnesses or injuries named in the
statute. (Note that the section of HIPAA which allows these types of disclosures does not include
laws related to the reporting of child abuse or neglect, or other victims of abuse, neglect or
domestic violence. Disclosures related to these types of incidents may be permitted, but by
different sections of HIPAA, which are discussed more fully below).

For identification and location purposes.

A covered entity may disclose PHI in response to a law enforcement official’s request for such
information for the purpose of identifying or locating a suspect, fugitive, material witness, or
missing person. The covered entity may only disclose though the following information:

name and address;

date and place of birth;

social security number;

ABO blood type and rh factor;

type of injury;

date and time of treatment;

date and time of death, if applicable; and

a description of distinguishing physical characteristics, including height, weight, gender,
race, hair and eye color, presence or absence of facial hair, scars and tattoos.
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PHI related to the individual’s DNA or DNA analysis, dental records, or typing, samples or
analysis of body fluids or tissue may not be released pursuant to this exception.

Victims of crime.
A covered entity may disclose PHI about an individual who is suspected to be a victim of crime if:

A. the victim consents; or
B. the victim is unable to consent because of incapacity or other emergency circumstance and
all of the following conditions are met:

i. the law enforcement official represents that such information is needed to determine
whether a violation of law by a person other than the victim has occurred, and such
information is not intended to be used against the victim;

ii. the law enforcement official represents that immediate law enforcement activity that
depends upon the disclosure would be materially and adversely affected by waiting until
the individual is able to agree to the disclosure; and



iii. the covered entity, in the exercise of professional judgment, determines the disclosure
is in the best interests of the individual.

Again, note this particular section of HIPAA does not apply to suspected victims of child abuse or
neglect, or other suspected victims of abuse, neglect or domestic violence. Disclosures related
to these types of incidents may be permitted, but by different sections of HIPAA, which are
discussed more fully below.

Victim deceased.

A covered entity may disclose PHI about an individual who has died to a law enforcement official
for the purpose of alerting law enforcement of the death of the individual if the covered entity
suspects that the death resulted from criminal conduct.

Crime occurred on premises of covered entity.

A covered entity may disclose to a law enforcement official PHI that the covered entity believes
in good faith constitutes evidence of criminal conduct that occurred on the premises of the
covered entity.

Reporting crime in emergency.

A covered health care provider providing emergency health care in response to a medical
emergency, other than an emergency on the provider’s own premises, may disclose PHI to a law
enforcement official if the disclosure appears necessary to alert law enforcement to:

A. the commission and nature of a crime;
B. the location of such a crime or the victims of such a crime; and
C. the identity, description and location of the perpetrator of such crime.

Again, note this particular section of HIPAA does not apply if the health care provider believes
that the medical emergency described above is the result of abuse, neglect or domestic
violence. Disclosures related to these types of incidents may be permitted, but by different
sections of HIPAA, which are discussed more fully below.

Victims of child abuse and neglect.

A covered entity may disclose PHI to a government agency authorized by law to receive reports
of child abuse or neglect.

Note that N.C.G.S. §90-21.20 requires physicians and administrators of medical facilities to
report cases involving recurrent iliness or serious physical injury to any child under the age of 18
where the illness or injury appears to be the result of non-accidental trauma. While HIPAA only
permits these disclosures, state law requires them. Thus, in order to comply with state law, a



covered entity must make a report to local law enforcement cases of recurrent child injuries or
illnesses that appear to be the result of non-accidental trauma.

9. Other victims of abuse, neglect or domestic violence.

A covered entity may disclose PHI about other victims of abuse, neglect or domestic violence to
a government authority authorized by law to receive such reports:

A. if the individual consents; or
B. to the extent the disclosure is expressly authorized by statute or regulation and:

i. the covered entity, in the exercise of professional judgment, believes the disclosure is
necessary to prevent serious harm to the individual or other potential victims; or

ii. if the individual is unable to consent due to incapacity, a law enforcement officer
represents that the PHI sought is not intended to be used against the individual and that
an immediate enforcement activity that depends upon the disclosure would be

materially and adversely affected by waiting until the individual is able to agree to the
disclosure.

Again, note that N.C.G.S. §90-21.20 requires physicians and administrators of medical facilities
to report bullet and gunshot wounds, powder burns, injuries appearing to arise from the
discharge of a firearm, illnesses apparently caused by poisoning, wounds or injuries apparently
caused by a knife or sharp or pointed instrument if it appears that a criminal act was involved,
and every wound, injury or illness in which there was grave bodily harm or grave iliness that may
have been caused by criminal acts of violence. While HIPAA only permits these disclosures, state
law requires them. Thus, in order to comply with state law, a covered entity must make a report
to local law enforcement when they treat a patient for one of the illnesses or injuries named in
the statute.

Conclusion

In its zeal to comply with HIPAA provisions, the health care community has created restrictive policies,
many of which are more stringent than required by law. Therefore, officers are likely to have the most
success in obtaining and utilizing PHI if they are acting pursuant to state statutes which require
disclosure, or if they have first obtained legal process such as a warrant, subpoena or court order.



